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ABSTRAK 
 
Slowloris merupakan salah satu open-source tool serangan DDoS yang pada umumnya 
menyerang web server berbasis software Apache. Selama ini, untuk mengurangi serangan 
Slowloris digunakanlah firewall, load balancer dan penambahan jumlah web server. 
Penelitian ini bertujuan untuk merancang mekanisme pertahanan yang terdiri dari Low 
Interaction Honeypot (HoneyPy) dan stateless firewall sehingga tak perlu menambahkan 
jumlah web server. Keandalan mekanisme pertahanan tersebut diuji dengan melakukan 
eksperimen dalam tiga kondisi, yaitu kondisi normal tanpa penyerangan sama sekali, 
kondisi penyerangan tanpa mekanisme pertahanan dan dengan mekanisme pertahanan. 
Dampak yang ditimbulkan oleh serangan Slowloris dilihat dari jumlah paket client error. 
Penyerangan dilakukan selama 5 menit dengan membuat 1000 koneksi ke web server. 
Ketika kondisi normal, jumlah paket client error tidak ada sama sekali karena tidak ada 
penyerangan. Ketika penyerangan tanpa mekanisme pertahanan, paket client error  
berjumlah 2142 paket. Sedangkan ketika dengan mekanisme pertahanan, jumlah paket 
client error turun menjadi 33 paket. Sehingga, dapat disimpulkan bahwa adanya Low 
Interaction Honeypot dalam mekanisme pertahanan dapat menurunkan dampak serangan 
Slowloris serta memperlambat penyerangan. 
Keyword: DDoS, Slowloris, Firewall, Low Interaction Honeypot, HoneyPy, 
Security, Raspberry Pi.  
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ABSTRACT 
 
Slowloris is an open-source DDoS attack tool that generally attacks Apache-based web 
servers. During this time, Firewalls, load balancers and additional numbers of web servers 
are used to mitigate the Slowloris attack. This research aims to design the defense 
mechanism consisting of Low Interaction Honeypot (HoneyPy) and the stateless firewall 
so we don’t need to use more web servers. The reliability of the defense mechanism was 
tested by conducting an experiment in three conditions, the normal condition when there 
are no attacks at all, the attacking condition with and without the defense mechanism. The 
impact caused by the Slowloris attack can be seen from the number of client error packets. 
The attack was carried out for 5 minutes by making 1000 connections to the webserver. 
There is no client error packets in the normal condition because there are no attacks. In the 
attacking condition without the defense mechanism, the client error packets are 2142 
packets. Whereas, in the attacking condition with the defense mechanism, the number of 
client error packets drops to 33 packets. Thus, it can be concluded that the existence of Low 
Interaction Honeypot in defense mechanisms can reduce the impact of Slowloris attacks 
and slow down the attacks. 
Keyword: DDoS, Slowloris, Firewall, Low Interaction Honeypot, HoneyPy, 
Security, Raspberry Pi. 
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